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Chapter 1

Separation Logic Operators

70



Heap predicates

A heap m, of type Heap, is a finite map from location to values.

A heap predicate H characterizes memory stores of a particular shape.

A heap predicate has type “Heap — Prop”, i.e. “H m" is a proposition.

Primitive heap predicates:

[] empty heap

[P] pure fact

[— v  singleton heap

H x H' separating conjunction

dx. H  existential quantification
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Empty heap and pure facts

Definition:
[] = m.m=g

[P] Am.m=g AP

Example: specification of “let a = 3 and b = a+1".

Before: []
After:  [a=3 A b=4]

Observe that [ ] is equivalent to [True].
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Singleton heap

Definition:

l—>v = Adm. m={({,0)} Al#null

Example: specification of “let r = ref 3".
Before: []
After: r— 3

Example: specification of “incr s".

Before: s—n for some n
After: s—(n+1)
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Record fields

Heap predicate describing the field f of a record at address p:

p.f—wv
Example:

P, s

— ¢/ p.hd — z
p.tl— p/
In the C memory model:
pf—v = (p+f)—v

with hd =0 and tl=1
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Separating conjunction

The heap predicate Hy » Hy characterizes a heap made of two disjoint
parts, one that satisfies H; and one that satisfies Ho.

Example: (r — 3) » (s — 4) describes two distinct reference cells.

Definition:
mq 1 meo
m =mi1 v mso
H, ~ H- =  Am. dmims.
1 2 17782 Hl my
Hsmeo
where:
mi1 L mg = dommi ndommy =
miwmy = MU Mo when m; L mgo



Representation of list cells

P,

p~ {hd=z; tI=p'} = phd—2z x ptl—yp
Or simply: p ~ {|z, p'}

Remark: the new arrow symbol will be overloaded later.
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Separating conjunction: aliasing

Exercise:

1. specify: let r = ref 5 and s = ref 3 and t = r.

2. specify the state after subsequently executing: incr r.

3. specify the state after subsequently executing: incr t.

Incorrect answer: (r — 5) % (s — 3) % (t — 5).

Correct answer:

1. (r—5)x(s—>3)x[t=r]
2. (r—6)*x(s—>3)*[t=r]
3. (re>T)*x(s—3)x[t=r]
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Existential quantification

Definition:
dx.H = XMm.dz. Hm
Compare:
(3z.P) : Prop when (P : Prop)

(3xz. H) : Heap — Prop when (H : Heap — Prop)
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Summary

Hy x Hy

dx. H

[True]
xm.m=g AP

Am. m = {(l,v)}
mi 1 my
Am. Imims. M=
H1 mq
Hg mo

Am. dx. Hm
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Chapter 2

Representation Predicate for Lists
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Implementation of mutable lists

Mutable lists (C-style), expressed in OCaml extended with null pointers.

e

{ mutable hd : ’a;
mutable tl : ’a cell }

type ’a cell

{hd =8; tl

{hd=5; t1={hd=6; t1l =null } } }
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Representation of mutable lists

e

p~ MlistL = Ap1. p ~ {hd=8; tlI=p; |}
* Apa. p1 ~> {hd=5; tI=po}
* dAps. pa ~ {{hd=6; tI=ps|}
* [p3 = null]

8:5:6::nil

Remark: in Coq, p ~» Mlist L is just a convenient notation for Mlist L p.
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Representation predicate

N o e g e g e (=)
oG] ,’ae*\; NANRNRNNRE '

p ~» Mlist L. = match Lwith
|nil = [p = null]
|z L' = Ip'. p~ {hd=x; tI=p'}
* p/ ~ Mlist L'
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Separation properties

s

s B v i W e s s e

0,
F’i»

S @ /-ft R

p1 ~ Mlist L1 * po ~» Mlist Ly * p3 ~~ Mlist L3

Separation enforces: no cycles, and no sharing.
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Union heap predicate

p~ Mlist L = match L with
|nil = [p = null]
|z L = Ap'. p~ {hd=x; tI=p'}
* p' ~ Mlist I/

Equivalent to:

p~ MlistL = [L =nil A p=null]
v (FzL'p. [L=a: L] )
* p ~> {lhd=z; tI=p'}
* p/ ~ Mlist L'
where:
HivHy, = Mn. Hmv Hym
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In-place list reversal: code

let reverse pO =
let r = ref p0 in
let s = ref null in
while !r <> null do
let p = !r in

r := p.tl;
p-tl <- Is;
s := p;
done;
I's
Exercise:

1. Specify the state before the loop.
2. Specify the state after the loop.
3. Specify the loop invariant.
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In-place list reversal: invariants

Before the loop:

r+— po * s+— null * pg ~> Mlist L

After the loop:

dq. 7 — null x s — g » ¢~ Mlist (rev L)

Loop invariant:

dpgLiLy. 1 — p * p~> Mlist Loy
* 5 q *x q~» Mlist Ly
* [L = rev Ly + Lo]
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In-place list reversal: proof (1/2)

[nvariant:
dpgLiLo. 77— p *x s+—q

* p ~> Mlist Ly * ¢ ~» Mlist Ly
* [L = revLH—FLQ]

Initial state implies the invariant: take p = pg and Ly = nil and Ly = L.

7+ po * po ~> Mlist L x s+ null * null ~ Mlistnil * [L = revnil+ L]

Invariant implies the final state: exploit p = null to derive Lo = nil.

r— null * null ~> Mlistnil * s — g * ¢~ Mlist L1 * [L = rev Ly +nil]
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Conversion rules for empty lists

p~> Mlist L = match L with
|nil = [p = null]
|z L' = /. p~ {hd=x; tI=p'}

* p ~ Mlist I/

(p ~ Mlist nil) = [p=null]
(null ~ Mlist L) = [L = nil]
(null ~ Mlistnil) = []
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In-place list reversal: proof (2/2)

Transition when p # null:

p ~> Mlist Ly * q ~» Mlist L1 » [L = rev Li -+ Lo
to
AeLhp'. [Lo =z L] * p ~ {hd=x; tI=p'[} * p' ~> Mlist L}
* g~ Mlist Ly » [L = rev L+ Lo

After update of p.tl to the value ¢:

p ~ {{hd=z; tI=q|} * g ~ Mlist L,
*x p/ ~» Mlist L, » [L = rev Ly +(x :: L})]
to
g~ Mlist (x :: rev L) x p' ~> Mlist L, » [L = rev (x :: L1)+ Lo]



Conversion rules for nonempty lists

p~» Mlist L = match L with
|nil = [p = null]
|z L' = Ip/. p~ {hd=z; tI=p'|}
* p/ ~ Mlist L/

p~ MlistL*[p#null] = 3aLp. [L=uz:L
* p ~ {hd=z; tI=p'|}
* p/ ~ Mlist L'
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Summary

p~ Mlist L = match L with
|nil = [p = null]
|z L' = Ap'. p~ {hd=z; tI=p'}
x p/ ~~ Mlist L/
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Chapter 3

Representation Predicate for List Segments
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Length of a mutable list using a while loop

let rec mlength (p:’a cell) =
let £ = ref p in
let t = ref O in
while !f !'= null do

incr t;
f = ('f).t1;
done
It
Exercise:

=

. Specify the state before the loop.
. Specify the state after the loop.

B~ N

. Draw a picture describing a state during the loop.

. Try to state a loop invariant. What do you need?

26
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Mlength: initial and final states

Before the loop:
(p~ Mlist L) = (f —p) » (t—0)

After the loop:
(p ~> Mlist L) * (f — null) * (¢ — length L)
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Mlength: loop invariant

%/9 ‘t'\)[fj’&@
Py 1IN = —_
IR > & G >

Loop invariant:

AL1Lag.  [L = Li+Lo] * (t — lengthLy) * (f — q)
* (p ~» MlistSegq L1) * (q ~» Mlist Ly)
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Representation predicate for list segments

p ~» Mlist L = match L with
|nil = [p = null]
|z L' = Ap'. p~ {hd=z; tI=p'|}
xp' ~ Mlist L/

e v i
eri s aier gl

Exercise: generalize Mlist to define p ~» MlistSeg q L, where L denotes
the list of items in the list segment from p (inclusive) to ¢ (exclusive).

p ~ MlistSegq . = match L with
[nil = [p=d]
|z L' = 3p'. p~ {hd=zx; tI=p'|}
*p ~~ MlistSeg ¢ L’
Remark:
p~ Mlist L = p -~ MlistSegnull L
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Mlength: proof
4 {‘\)[EN®

[ W

e >
(9% Ly

Enter: Li=nilALy=L Ag=p

[] = (p~ MlistSeg pnil)

Exit: Ly =L A Ly =nil A ¢g=null

(p ~ MlistSegnull L) = (p ~ Mlist L)

Step: Lo=x: LY A g#null A gtl=¢

dq. p ~ MlistSegq L1 » q ~ {{hd=z; tI=¢'|}
= p~» MlistSeg ¢’ (L1 +x :: nil)
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Splitting rules for list segments

Y saierghd
p s r/“ . S

p ~> MlistSegq (z :: L") = Ap’. p ~ {hd=x; tiI=p'} * p’ ~» MlistSegq L’

A PCa A>T d2

/

p ~ MlistSegq (L1 + L) = 3p'. p~» MlistSegp' Ly

*x p/ ~ MlistSeg q Lo
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An implementation of mutable queues

Pk P“[E be
EEZF“&TF“‘;:F = a

Represent a queue as a list segment, with the last cell storing no item.

type ’a queue = {
mutable front : ’a cell;
mutable back : ’a cell; }

Exercise: define the representation predicate p ~ Queue L.

p~ QueueL = 3Ifb. pw— {front=f; back=b}
* f ~» MlistSegb L
* (b.hd — =) * (b.tl — -)

Alternative for the last cell: 3yq. b — {hd=y; tI=¢|}.
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Summary

p ~ MlistSegq . = match L with
[nil = [p=q]
|z L' = . p~ {hd=z; tI=p'|}
*p ~~ MlistSeg q L’
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Chapter 4

Representation Predicate for Trees
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Implementation of a mutable binary trees

Empty trees represented as null pointers. Nodes represented as records.

type node = {
mutable item : int;
mutable left : node;
mutable right : node; }
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Logical binary trees

Inductive tree : Type :=
| Leaf : tree
| Node : int — tree — tree — tree.

Example:

Node 3 ‘/@
(Node 2 Leaf Leaf)

(Node 4 (Node 5 Leaf Leaf) @
(Node 6 Leaf Leaf)) G €
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Representation predicate for binary trees

P S R I S

Representation predicate:
p ~> Mtree T
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Representation predicate for binary trees

p~ Mlist L = match L with
|nil = [p = null]
|z L' = Ip'. p~ {{hd=z; tI=p'|}
* p/ ~ Mlist L'

Exercise: define p ~~» MtreeT.

p ~> MtreeT = matchT with
| Leaf = [p = null]
|Nodex T1 To = Ipipo.
p — {litem=z; left=p;; right=ps|}
* p1 ~» MtreeT}
* po ~» MtreeTh
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Complete binary tree

A y
O‘/ O 3
/ \v) _u/ v )
VAN SN AP aN
0O 0O o o o o '/C‘L 1
ol ol

p ~> MtreeDepthn T

describes a complete binary tree whose leaves are all at depth n.
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Complete binary tree (1/2)

p ~» MtreeT' = matchT with
| Leaf = [p = null]
|Node z Ty To = Ipipo.
p — {litem=z; left=p;; right=ps|}
* p1 ~> MtreeTy
* pg ~» MtreeTs

Exercise: define p ~» MtreeDepthn T by generalizing p ~~ MtreeT.
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Complete binary tree (1/2), solution

p ~» MtreeDepthn T

= match T with
|Leaf = [p =null A n=0]
|Node x T1 T = Ipipo.
p — {litem=z; left=p;; right=ps |}
* p1 ~ MtreeDepth (n — 1) T}
* po ~» MtreeDepth (n — 1) T
Or:
p ~» MtreeDepthnT = matchn,T with
| O, Leaf = [p = null]
| Sm, Nodex Ty To, = Ap1ps.
p — {litem=zx; left=p;; right=ps |}
* p1 ~> MtreeDepthm T}
* po ~» MtreeDepthm T5
_,_ = [False]
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Complete binary tree (2/2)

Exercise: give an alternative definition of “p ~» MtreeDepthn T", this
time by reusing the definition of p ~» Mtree T without modification.

p ~» MtreeDepthnT = p~» MtreeT * [depthn T

Inductive depth : int — tree — Prop =
| depth_leaf :
depth 0 Leaf
| depth_node : Vn x T1 T2,
depthn T1 —
depthn T2 —
depth (n+1) (Node x T1 T2).
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Complete binary tree of unspecified depth

p ~> MtreeDepthnT = (p ~> MtreeT) * [depthn T

Exercise: define a predicate p ~» MtreeCompleteT" for describing a
mutable complete binary tree, of some unspecified depth.

Equivalent definitions for p ~~ MtreeComplete T":
1. dn. p ~» MtreeDepthn T

2. 3An. (p ~> MtreeT') % [depthn T
3. (p ~ MtreeT) » [In.depthn T
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Binary search tree property

et
AN

The proposition searchT' E asserts that the pure tree T' describes a valid
search tree and that E describes the set integers that it contains.

Inductive search : tree —set int —Prop (=
| search_leaf :
search Leaf J
| search_node : Vx T1 T2,
search T1 E1 —
search T2 E2 —
foreach (is_1t x) E1 —
foreach (is_gt x) E2 —
search (Node x T1 T2) ({x} UE1l UE2).
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Binary search tree predicate

Exercise: define a predicate p ~ MsearchTree E for describing a mutable
binary search tree storing the set of elements F.

p ~» MsearchTree E = 3IT. p ~» MtreeT x [searchT E]

For example, a call “add x p" can be specified as follows:
» pre-condition: p ~» MsearchTree E/

» post-condition: p ~» MsearchTree (E U {z})
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Summary

Common representation predicate for all binary trees:

p ~> MtreeT = matchT with
| Leaf = [p = null]
|Node x T1 To = Apipo.

p — {litem=x; left=p;; right=ps |}
*p1 ~ MtreeT] * pg ~> Mtree Th

Invariants are expressed on the pure trees:

p ~> MsearchTree E = 3T. p ~» MtreeT * [searchT E]

Operations are specified in terms of the model:

{p ~» MsearchTree E} (add x p) {A_. p ~> MsearchTree (E U {z})}

46
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Chapter 5

Structures with sharing
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The union-find data structure

& (o ikii Iy
) ‘i" : P
T s U
Ky L1 [

s B & H
L Y -‘;,’
(]
"
) ()

type node = node ref

Implements an equivalence relation S of type: loc — loc — Prop.

Sab < a and b are two valid nodes with the same root

Remark: S aa holds iff a is the location of an existing node.
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Representation of union-find cells

Ny
@ 2 [
\s ¢ o
o N ')
o4
Gl

(P1—q1) * (p2—q2) * ... x (P — @)
®(pi7Qi)€G (pi — Qi)

where G is a finite map from locations to locations.
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Invariants of union-find

%) Ipjen
{

) )

Predicate "root G ar" asserts that in the graph GG, node a has root r.

Inductive root : fmap loc loc —loc — loc — Prop :=
| root_init : VG x,
binds G x null —
root G x x
| root_step: VG xyr,
binds Gxy —
y #null —
rootGyr —
root Gxr.



Specification of the union-find structure

0@ R ) i /“5

IS
Gl (2]
v S &
P e
l
0

UnionFind S = 3G. (({k)(p,q)eG p— q)
* [Va € dom G. Ir. root Gar]
* [Vab. Sab < 3Ir.rootGar A rootGbr|

For example, “let x = is_equiv a b" is specified as follows:
» pre-condition: [Saa A Sbb] x UnionFind S

» post-condition: [z = true < S ab] » UnionFind S
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Summary

Iterated separating conjunction, written .

For Union-Find:

® p—y

(p,9)eG
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Chapter 6

Separation Logic Triples
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Separation Logic triples
A term t is specified using a Separation Logic triple of the form:
{H}t {\x. H'}

» H describes the initial heap
» t is the term being specified
» x is a name for the value produced by ¢

» H' describes the final heap and the output value x.

{H} t{Q}

» H (pre-condition) is a predicate of type: Heap — Prop

v

t has an ML type interpreted in the logic as type A
» @ (post-condition) is a predicate of type: A — Heap — Prop.
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Examples of triples

Example 1:

{[]} (ref 3) {\r. r — 3}
Example 2: {11} (3) rz. [z = 3]}
Example 3: {r—3}('r) {Az. [x =3]x(r—3)}
Example 4:

{r — 3} (incr r) {\_. (r — 4)}

Remark: “A_. (r — 4)" is the same as “fun (_: unit) — (r — 4)" in Coq.
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Specification of functions

A function f is specified using a triple of the form:
Va. {H} (fa) {\x. H'}

» H is the pre-condition

» f is the function

» a is the value of the argument

» x is a name for the return value

» H' is the post-condition

Example:
Vrn. {r—n} (incr r) {A. r— (n + 1)}
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Specification of operations on memory cells
Exercise: specify the primitive operations on references.

(ref v)

(1z)

Solution:

Vo.  A{[]} (ref v) {\r. (r — v)}
Vrv. {r— v} ('r) {Az. [z =0v] * (r — v)}

Vrov'. {r—v}(xr :=v){\.(r—uv)}
Vrv. AT r— 0} (r = v) {\ (r—0)}
Vro. {r—-}(xr :=v){\.(r—uv)}

where (r — -) = Ja. r — a.
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Specification of partial functions

Presentation 1:

Vn. {[n = 0]} (facton) {\z. [z = n!]}

Presentation 2:

Vn.n =0 = {[]} (facton) {\z. [z = n!]}
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Specification of operations on arrays

Exercise: specify operations on arrays in terms of p ~~ Array L.

Notation:

L[i]

L[i :=v]
L]

i€ domL

Array.get i p)

(
(Array.set ip v)
(Array.length p)
(

Array.create n v)

i-th element of the list L
= copy of L with v at index @
= length of L

= O<i<|L|
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Specification of operations on arrays

i€domL = {p~- Array L}
(Array.get i p)
{Mz. [z = L[i]] * p~ Array L}

i€domL = {p~- Array L}
(Array.set ip v)
{A_. p~ Array (L[i := v])}

{p ~~ Array L}
(Array.length p)
{An. [n=|L|] x p~ Array L}

n=0={[l}
(Array.create n v)
{Ap. AL. (p ~ Array L) = [|L| = n]
* [Vi e dom L. L[i] = v]}
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Interface for mutable queues

Interface:

create : unit -> ’a queue

is_empty : ’a queue -> bool

push : ’a -> ’a queue —-> unit

pop : ’a queue -> ’a

transfer : ’a queue -> ’a queue -> unit

Exercise: specify the interface for mutable queues in terms of:
p ~» Queue L

Remark: items are pushed to the back of list, and popped from the head;

transfer migrates items from the second queue to the back of the first.

61/70



Specification of abstract mutable queues

{[1} (create)) {\q. ¢ ~ Queuenil}
{qg ~» Queue L} (is_empty q) {Ab. [b = true <& L = nil] x ¢ ~> Queue L}

{q ~ Queue L} (push x q) {\_. ¢ ~ Queue (L+x :: nil)}

L # nil = {q ~ Queue L} (pop q) {\x. IL'.[L =z :: L] ¥ ¢ ~ Queue L'}
{qg ~ Queue (x :: L)} (pop q) {Ar. [r = 2] x ¢ ~> Queue L}

{q1 ~ Queue L1 * g2 ~» Queue Ly}
(transfer ql q2)
{A_. q1 ~ Queue (L1+La) * g2 ~ Queuenil}
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Interpretation of triples (1/3)

Assume for now that triples describe the entire state.
A triple {H} t {\x. H'} is interpreted in total correctness as:

Ym. Hm = Jv.3dm’. tp, v A ([z—o]H)m'

How is a triple {H} t {Q} intepreted?

Let @ = Az. H'. We have Qv = [z — v] H'. Thus, the interpretation
is:
Vm. Hm = Jv.3m. tim b Vs A Qum’
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Interpretation of triples (2/3)
In Separation Logic, a triple describes only a part m; of the heap.
The rest of the heap, call it mg, is assumed to remain unchanged.

Recall that:

m1 L mg = (dommi ndommsg = &)

How is a triple {H} t {Q)} intepreted?

t/ml wmsa U U/m’l wma

Hm1 ’

Ymq ms. = Ju.Im]. Qumj
mi L mo

m) L mg
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Function with garbage collection

What is the natural specification of function next?

let next x =
let r = ref x in
incr r;
Ir

What is missing from our current interpretation of triple?

Solution:
va. {[1} (next x) (. [y = 201}

Correct but useless:

Vo, {[]} (next x) {\y. [y = 2z] *x3r. (r — 22)}

The post-condition should describe only a subset of the modified heap.
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Interpretation of triples (3/3)

Let mg describe the garbage heap, that is, the part of the final heap that
corresponds either to cells from m; or to cells allocated during the
evaluation of ¢, and that are not described by the post-condition.

We interpret a triple {H} t {Q} as:

t/ml wmsa U v/m’l WMo Wwms

Hm1

/
= Juomims. < Qum)
mi1 L mo

VYmi ms. {
m) L my L mg

66 /70



Interpretation of triples (3/3), revisited

We introduce a new heap predicate, written GC, that holds of any heap

GC = dH.H

Definition (Separation Logic Triple)
We define {H} t {Q} as:

Hm1 / t/mlwmg U U/m/lwmg
Vmy ma. = Jomi. { (QuxGC)m)
ma 1 mo
mj L mgy
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Summary

Separation Logic triple:
{H} t {\z. H'}

Specification of a function:

VaV.... {H} (fa){\z.H'}

Specification of primitive functions:

Vo, A[]} (ref v) {Ar. (r— o)}
Vro. {r—v} (ir) {\z. [z =v]* (r—ov)}
Vrv. {r—-}(r :=v) {A\.(r—uv)}

Interpretation of triples: see definition.
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Exercises

» Exam from 2014, Exercise 2: Circular lists.

Available from the webpage of the course.
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The end!
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Chapter 7

The Frame Rule
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Preservation of independent state

We have:
{r — 2} (incr r) {A\_. 7 — 3}

We also have:

{r—2x%s— 7} (incr r) {A\.. r—>3 x s — T}

More generally:

{r—2x H} (incr r) {\.. r— 3 x H}
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The frame rule

Principle: a triple remains valid when both the pre-condition and
the post-condition are extended with a same heap predicate.

General form:

{H1} t {\z. H}
{Hl * Hz} t {)\CEH{ * Hg}




Frame rule and allocation

We have:
{[1} (xef 3) {Ar. (r—3)}

By the frame rule, we have:

(s — 5} (ref 3) {Ar. (1> 3) (s — 5)}

This post-condition ensures r # s.

The reference cell r is thus guaranteed to be distinct from any cell that
might exist prior to the allocation of r.
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Length of a mutable list, recursively

let rec mlength (p:’a cell) =
if p == null
then O
else let n’ = mlength p.tl in 1 + n’

Specification:

VpL. {p~> MlistL} (mlength p) {A\n. [n = length L] x p ~» Mlist L}

We prove this specification by induction on L.

6
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Verification of mlength: nil case

Case p = null. Goal is:
{p ~» Mlist L} (0) {A\n. [n = length L] * p ~~ Mlist L}
Exploit:
null ~ Mlist L = [L =nil] » null ~ Mlist L

and: _
0 = length nil



Verification of mlength: frame process

VpL. {p~-> Mlist L} (mlength p) {A\n. [n = length L] » p ~» Mlist L}

Assume L =z :: L.
p ~ Mlist L pre-condition
p ~ {hd=x; tl=p/|} * p’ ~ Mlist L' by unfolding
p' ~ Mlist L frame begins

p' ~ Mlist L’ « [n’ =|L|] by induction
p ~ {hd=xz; tI=p/} * p' ~> Mlist L’ » [0’ = |L'|]] frame ends
p~ MlistL x [0/ +1=|z:: L] by folding
p ~ Mlist L x [n = |L|] post-condition
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Instantiation of the frame rule

Induction hypothesis:
{p’ ~ Mlist L'}
(mlength p’)
{A'. [n = length L'] x p’ ~ Mlist L'}

By the frame rule:
{p" ~ Mlist L’ * p ~ {hd=az; tI=p'[} }

(mlength p’)
{An. [n =length L'] » p/ ~» Mlist L’ x p ~ {hd=x; tI=p'} }
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Verification of in-place increment

S P G 3 g 3 gt
2

3 5
L 6 3

let rec list_incr (p:’a cell) =
if p != null then begin
p-hd <- p.hd + 1;
list_incr p.tl
end

VpL. {p~> MlistL} (1ist_incr p) {A_. p ~» Mlist (map (+1) L)}

Exercise: describe the frame process for in-place increment.
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Verification of in-place increment: frame process

VpL. {p~-> Mlist L} (1ist_incr p) {A_. p ~» Mlist (map (+1) L)}

Assume L =z :: L.

D~ Miist L
p ~ {{hd=x; tI=p'|} * p' ~» Mlist L'
p ~ {hd=z + 1; tI=p/} * p’ ~» Mlist L’

o~ Mlist I/

p’ ~» Mlist (map (+1) L')
p ~ {hd=z + 1; ti=p'} * p/ ~ Mlist (map (+1) L')
p ~ Mlist ((x + 1) :: (map (+1) L))
p ~ Mlist (map (+1) L)

pre-condition
by unfolding
incrementing
frame begins
by induction
frame ends

by folding

by rewriting

post-condition
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Specification of tree copy

let rec copy (p:node) : node = TN R
if p == null then null else 3 /?\/ ‘
let pl’ = copy p.left in (0

( '\\ (/‘ 'y N
let p2’ = copy p.right in «&A

{ item = p.item; !
left = pl’;
right = p2’ }

Exercise: specify the tree copy function.

VpT. {p~ MtreeT} (copy p) {\p'. p~ MtreeT * p' ~~ MtreeT'}

Exercise: describe the frame process for tree copy.
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Verification of tree

copy: frame process

p ~> Mtree T

by pre-condition

p— {x; p1; p2} * p1 ~> Mtree T} * pa ~> Mtree Ty | by unfolding
p1 ~ Mtree T} frame begins
p1 ~ Mtree T}
* py ~ Mtree T} by induction
p = {{x;p1;pel} * p1 ~> Mtree Ty » py ~ Mtree Ty
* p ~» Mtree T} frame ends
p2 ~> MtreeTy | frame begins
po ~» MtreeT)
* ph ~» Mtree T, | by induction
p— {x; p1;p2l} * p1 ~> Mtree Ty * py ~~ Mtree Ty
* p) ~> Mtree T} » py ~~ Mtree Ty | frame ends
p = {{x;p1;pal} * p1 ~> Mtree Ty » po ~ Mtree Ty
* p' — {lz; pl; ph )} * p) ~> Mtree Ty = ph, ~» Mtree T, | by allocation

p ~> MtreeT
* p/ ~ Mtree T

by folding
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Summary
(Hi} t {\z. H]}

FRAME
{Hl * HQ} t {)\SUH{ * Hg}
In-place mutable list increment, when L =z :: L.
p ~ Mlist L
p ~ {hd=z; tI=p'}} * p/ ~» Mlist L' by unfolding
p ~ {hd=z + 1; tI=p'[} = p’ ~ Mlist L/ incrementing
p' ~ Mlist I/ frame begins

p’ ~> Mlist (map (+1) L) by induction
p ~ {{hd=z + 1; tI=p'} * p’ ~ Mlist (map (+1) L’) frame ends
p ~ Mlist ((x + 1) :: (map (+1) L)) by folding
p ~» Mlist (map (+1) L) by rewriting
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Chapter 8

Small footprint specifications

15/75



Small footprint access to records

p ~ {{hd=v; tl=¢}} = p.hd — v * ptl— ¢

Specification of a write on the head field:

{p ~ {hd=w; tI=q|} } (p.hd <- v) {A_. p ~ {lhd=v; ti=¢[} }

Same, but with a smaller footprint:

{p.-hd — w} (p.hd <- v) {A_. p.hd — v}
or {p.hd — -} (p.hd <= v) {A_. p.hd — v}

From small to large footprint using frame:

{p-hd — w * p.tl — ¢} (p.hd <= v) {A_. p.hd — v * p.tl — ¢}
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Representation predicate for arrays

Representation predicate for C arrays:

p~ ArrayL, = D) pli] — v

v at index i in L

where:
plil v = (p+i)—wo

Representation predicate for ML arrays:

p~ ArrayL = plength — |L| * D) pli] — v

v at index i in L

where p.length — n and p[i] — v are abstract definitions for the user.
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Small footprint specifications of array operations

1 €domL =
{p ~ Array L} (Array.get i p) {\z. [x = L[i]] » p ~> Array L}
{p ~> Array L} (Array.set i p v) {\_. p~> Array (L[i := v])}
{p ~ Array L} (Array.length p) {A\n. [n = |L|] » p ~ Array L}

Exercise: give small footprint specifications for array operations.
How to derive the large footprint specifications from them?

(pli] — v} (Array.get i p) {\e. [z =] * pli] — v}
(pli]—-}  (Array.set i p) {A. pli] — v}
{p.length — n} (Array.length p) {\z. [z = n] * p.length — n}

p~ ArrayL = pli] — LJi]
* p.length — | L]

*®vatindexjinL p[j]'_)v
with j # 14
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Access to a memory cell

In C, record and array accesses are treated uniformly:

p-hd
plil

v compiles to *(p+hd) =v

v compiles to *(p+i)=v

Common small footprint specification for accessing a memory cell:

{p—-}(xp = v) {\-. p— 0}
{p — v} (*p) {A\z. [z =v] x p—> 0}

All other specifications for read and write operations are derivable.
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Quicksort code

é____[iL___w.)
ZZZ7 | [ ==
6____,_”__? e ——— >

Cym-0y D3

let rec gsort i j t =
if j - i1 > 1 then begin
let m = pivot i j t in
gsort i (m-1) t;
gsort (m+1) j t;
end
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Large-footprint specification of quicksort

/2 —iraan

dd
VpLij. 0<i<j<|L| =
{p ~~ Array L}
(qsort 1 5 p)
{A_. 3L (p~ ArrayL’) }
* [sortedSegi j L']
* [permut L L']

*[Vae[0,i) v (4,|L]). L'[a] = Lla]]

where: sortedSegij L' = Va,be[i,jl. a <b = L'[a] < L'[b].
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Group of array cells

Definition
p ~ Cells M

Il
®
=

!

(4

where M has type “mapint A", for some A.

Conversions:
p~> ArrayL = p.length— |L| x p ~> Cells (mapOfList L)
p~Celsg = []
p~ Cells{(i,v)} = p[i]—wv

p~ Cells (M1 w Ms) = p~- CellsM; x p~ Cells M, (when My LM>)

where: mapOfList L = {(i,v) |v at index i in L}.



Small-footprint specification of quicksort
/22— L]

ot

Exercise: give a small-footprint specification for quicksort.
» use p ~» Cells M with some constraints to describe a segment,
» use sortedSegi j M to assert that a segment is sorted,

» use permut M M’ to assert that values in a segment are permutted.

VpMij. domM = [i,j] =
{p ~ Cells M}

(gsort i j p)
{A_. IM'. p~~ Cells M’ }

* [sortedSeg i j M']
* [permut M M']
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Segment splitting in Quicksort

[9) &j S
7
L ™ &
777 11 7
P S S —
Coywa-1) Em-vl,}]

Assume dom M = [i, j] with j —i > 1. Then:

p~ CelsM = p~ Cells(M[; 1)
*x P~ Cells <M| [m7m])
*x p ~ Cells (M) 41,57)

Note that:
p~ Cells (M pm)) = plm]— M[m]

In recursive calls, we frame over the cells that are not involved.
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Operations on groups of cells

Convenient specifications for operating directly on groups of cells:

i € domM =
{p ~ Cells M} (Array.get i p) {\z. [z = M][i]] » p ~ Cells M’}

{p ~~ Cells M} (Array.set i p v) {A_. p~> Cells(M[i:=v])}
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Summary
Representation of a full array using a list:

p~ ArrayL = p.length — |L| * D) pli] — v
v at index 7 in L

Small footprint accesses:

{pli] —~-}  (Array.get i p) {A.. pli] — v}
{p[i] — v} (Array.set i p v) {\z. [z = v] * p[i] — v}
{p.length — n} (Array.length p) {Az. [x = n] » p.length — n}

Representation of a set of array cells using a finite map:

p~CelsM = (% pli]—v
(i,v)eM

26
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Chapter 9

Heap entailment
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Definition of Hprop

Let:
Hprop = Heap — Prop

For example:
[] : Hprop
l—wv : Hprop
Hy* Hy : Hprop

In particular:
() : Hprop — Hprop — Hprop

28 /75



The separation algebra

Associativity: (Hy * Hy) » H3 = Hy % (Hy x H3)
Commutativity: Hi~Hy = Hox Hy
Neutral element: H~x[] = H

Extrusion of existentials:  (3x. Hy) x Ho Jz. (Hy » Hy) (if 2¢ Ho)

Extrusion of pure facts: ([P]*H)m = P A (Hm)
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Extensionality

Functional extensionality:
(Vo. fo=gx) = (f =9g) (if f,9:A—B)
Propositional extensionality:
(P=Q) = (P=0Q) (if P,Q:Prop)
Predicate extensionality:
(Vz.Pr<e Qx) = (P=Q) (if P,Q:A—Prop)

Heap predicate extensionality:

(Ym.Hm < H'm) < (H = H') (if H,H':Hprop)
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Heap entailment

Definition:
Hi>Hy, = YVYm.Hm= Hom

For example:
(r—6) = 3In. (r — n) ~ [evenn]

Thanks to (=), we never need to manipulate heaps explicitly.
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Heap entailment as a partial order

H>=Hy = Ym.Hym = Hom

The relation (=) defines a partial order on the type Hprop:

REFLEXIVITY TRANSITIVITY ANTISYMMETRY
H11>H2 H21>H3 H11>H2 H2 I>H1

He>H H, > Hj; H, = Hy
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Frame property for heap entailment

H1 I>H{

7 ENTAIL-FRAME
Hl *[12 => Hl * ]]2

For example, to prove:
(r—>2)x(s—3) = (r—>2)x(t—n)

it suffi d :
It suffices and prove (s—3) = (t—n).
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Heap implications: true or false?

S B A

False] x (r — 3) >
r—4)*(s—3) >
7'»—>4)*(r'—>3)

)x(s—4) >
r—3) > (s—4)x
)* (r—3) >
)x(r—3) >

False
False

— —
— e

False

true
false
false
false
true
false
true
true
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Instantiation of existentials and propositions

(r—6) = (In. (r — n) ~ [evenn])

To prove the above, we exhibit an even number n for which r — n.

Rules:
Hy > ([x — v] H?) (Hy > H>) P
EXISTS-R PROP-R
Hy = (3z. Hy) Hy = (Hz * [P])
Example:
REFL MATH
(r—6) > (r—06) even 6
PROP-R

(r+—6) = (r — 6) * [even 6]

(r—6) = [n— 6] ((r — n)*[evenn])

SUBST

XISTS-R
(r—6) > 3In.(r — n) x [evenn] BT
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Extraction of existentials and propositions

(In.[evenn] * (r — n)) = (Im. [evenm] » (r — m + 2))

To prove the above, we show that for any even number n, we have:

(r—n) = Im.[evenm] * (r — m + 2)

Reasoning rules:

V. (Hl > HQ)

————————— EXISTS-L
(Eﬂa:. Hl) > H2

Same with explicit proof contexts:

I'z: A+ Hi>H
I' - (3(x:A).H)>Hy

(z¢Hz2)

I, h:P — H = H
I ([P]*H1)>H2

36
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Heap implications: true or false?

RAN R

(r—3) = 3n.(r —n)

dn.(r —»n) = (r—3)
In.(r—n)x[n>0]=>3In.[n>1]*(r— (n—1))
(r—3)x(s—3)=3In.(r—mn)*(s—n)

In.(r—n)x[n>0]x[n<0] = (r—n)x(r—n)

true
false
true
true
true
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Proving heap entailment relations

Systematic approach to dealing with heap entailment:

1. extract from left hand side,
2. instantiate in right hand side,

3. cancel equal predicates on both sides.

Example:

azint,a>5 F (r—>3)x(s—a) = (r—3)*(s—a)
azint,a>5F (r—>3)x(s—a) > (r—3)x(s—3+ (a—3))
a:int,a>5F (r—3)x(s—a) = Im.(r—3)x(s—3+m)

a:int,a>5 F (r—3)x(s—a) = Inm.(r—n)*(s—n+m)
J + Ja.la>5]x(r—3)x(s—a) = Inm.(r—n)*(s—n+m)
D+ (r—3)x3Ja.[a>5]x(s—a) = Inm.(s—n+m)x*(r—n)
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Summary

(%) is associative, commutative, and has [ ] as neutral element.
Existentials and pure facts may be extruded from stars.

(=) is a partial order, satisfying the frame property.

“[False] = H" is always true.

“(r — n)x (r—m)" is equivalent to “[False]".

Strategy: extract from the right, instantiate on the left, then cancel out.
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Chapter 10

Structural rules
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Frame rule

{H1} t {\z. H{}
{Hy » Ho} t {\z. H] * H>}

Reformulation:

{H1}t {Q1}
{Hy» Ho}t {Q1 % Ho}

FRAME

with the overloading:

Q*H = Mx. (Qe~*H)
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Consequence rule

HeH  {H}t{Q} Q=@
{H} t{Q}

CONSEQUENCE

with the overloading:

Q'>Q =Vz2.(Qz=Qu)

Note that H and H' must cover the same set of memory cells, that is,

no garbage collection is allowed here. Similarly for Q and Q’'.
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Recall the need for garbage collection

let myref x =
let r = ref x in
let s = ref r in

r

From:
{[1} (myref x) {Ar. r—x x Is.s — 1}

To:
{[1} (myref x) {\r. r— x}

Can the following rule be used?
{H}t{Q+H'}
{H}t{Q}

GC-POST’
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Garbage collection rule

{H} t {Q~ GC}
GC-POST
{H} t {Q} where: GC = 3H'. H'

Same as:
{H}t {\z. (Qz+3H'.H')}
{H} 1 {Q}

Observe that H' may depend on the return value x:

For (Ar. r — 2 x 3s. s+ 1), we may instantiate H' as (3s.s — 7).
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Garbage collection in the pre-condition

{7} t{Q} {H} t {Q}

GC-PRE ————————— GC-PRE’

{H »GC} 1 {Q} {H»H'} t {Q}

Exercise: show that GC-PRE is derivable from GC-POST and FRAME.

{H}t{Q~*GC} CO-POST {1} Q) FRAME
{H} t{Q) {Hyx Hy} t {Q * Ha)
Proof:
U} ¢ {Q) FRAME
{H  GC} t {Q ~ GC}
(H+GC) £ (Q) GC-POST
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Combined structural rule

Hel (H}t{Q) Q=Q
(= 1{Q)
{H} ¢ {Q + GC} (H} ¢ {Q1)

GC-POST FRAME
{H}t{Q} {Hy * Ha} t {Q1* Ha}

CONSEQUENCE

H = Hy*~ H> {H1} t {Q1} Q1*Hy=Q
{H} t{Q}

FRAME’

HI>H1*H2 {Hl}t{Ql} Ql*H21>Q*GC
{H} t{Q}

COMBINED
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Extraction of existentials and propositions

{In. (r — n) x [evenn]} ('r) {A\z....}
To prove the above, we need to show that:

Vn.evenn = {r—n} (!'r) {\z....}

Rules:

Va. {H} t {Q} P = {H}t{Q}

EXISTS PROP

(3z. H} t {Q} {[P]~ H} t {Q}
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Application: copying a tree with invariants

Specification of copy for binary trees:

{p ~ Mtree T} (copy p) {\p'. p~ MtreeT » p’ ~» Mtree T}
Description of complete binary trees:

p ~> MtreeCompleteT = 3n. (p ~ MtreeT) x [depthn T]

Exercise: give a specification of copy in terms of MtreeComplete;
which rules are used to derive this specification?

{p ~» MtreeComplete T’} (copy p) {\p’. p ~> MtreeCompleteT }
x p' ~ MtreeComplete T'
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Proof of the derived specification
(1) By unfolding of MtreeComplete:
{In. (p ~> MtreeT') * [depthn T}

(copy p)
{A'. 3n. (p~ MtreeT) x [depthnT] }
* dn. (p/ ~» MtreeT) » [depthn T

(2) By the EXISTS and PROP rules:

Vn. depthnT = {p ~» Mtree T}

(copy p)
{\p'. 3n. (p~ MtreeT) » [depthnT] }
* In. (p' ~ MtreeT') x [depthn T

(3) By the CONSEQUENCE rule:

p~ MtreeT * p’ ~» MtreeT = 3In. (p ~ MtreeT) = [depthn T]
* dn. (p/ ~» MtreeT) » [depthn T

(4) Conclude using comm., assoc., extrusion, and EXISTS-R and PROP-R.
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Summary

Structural rules:

H > Hy *~ Hy {H1}t {Q1}

Q1% Hy>Q xGC

{H} t{Q}

Vo {H} t{Q}
{3z H} t{Q}

EXISTS

Other structural rules are derivable.

COMBINED

P = {H}t{Q}
{[P]* H} t{Q}

PROP
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Chapter 11

Reasoning rules for terms
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Reasoning rule for sequences

Example:

{r > n} (incr r) {A_.7r+—>n+ 1}
{ren+1}(tr){z.[x=n+1] x r—>n+1}

{r—n}(incr r; 'r){ M. [x=n+1] x r—>n+1}

Exercise: complete the rule for sequences.

(At (e )
{H} (t1; t2) {Q}
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Reasoning rule for sequences

Solution 1:

{H}ti {\.H'}  {H'} 2 {Q}
{H} (t1; t2) {Q}

Solution 2:

{H} 6 {Q"}  {Q' 0} 2 {Q} 650
{H} (t1; t2) {Q}

Remark: Q' = A_. H' is equivalent to Q' () = H'.
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Reasoning rule for let-bindings

Exercise: complete the reasoning rule for let-bindings.

fdt ) Vo ({ ta )
(H} (letz = t1ints) {Q}

Solution:

(Hy 0 {Q}) Vo {Qa} 0 {Q)
{H} (letz = tyinty) {Q}

54 /75



Example of let-binding

{H} 1 {Q"}  Va. {Q'z} 12 {Q}
{H} (letx = t1inte) {Q}

Exercise: instantiate the rule for let-bindings on the following code.

{r—3} (let a = ! in a+1) {Q}

Solution:
H = (r—3)
Q = M. [z=4]x(r—3)
Q = M. [y=3]x(r—3)
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Reasoning rule for values

Example:
{[1}3{\z.[z = 3]}
Rule:

VAL

(v (. [o = o]}

Exercise: state a reasoning rule for values using a heap implication.

{H} v {Q}
Solution:

He>Qu

{H} v {Q}

VAL-FRAME
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Derivability of the val-frame rule

B o Qv erave
{H} v{Q}
Proof:
HYPOTHESIS
H = Qu
SUBST
Ve.x=v = (H > Q)
Detee=} ™  Ve(e=o-d) = Qo "
(HYv {Ma.[z = v] « H} FRAME O o= o~ H) = O DEF OF >
CONSEQ

{H} v {Q}
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Reasoning rule for conditionals

Rule:

(v=true = {H} t1 {Q}) (v =false = {H} t2 {Q})
{H} (ifvthent; elsets) {Q}

Transformation to A-normal form:

(iftothentielsety) = (letv = tgin (ifvthent elsety))
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Reasoning rule for top-level functions

Rule:

v = dr.t {H} ([z — v]t) {Q}
{H} (v1v2) {Q}

Transformation to A-normal form:

(tl tg) = (Ietf =tyinletv = t9in (fv))
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Verification of a simple function

let incr r =
let a = !r in
r := atl
Specification:

Vrn. {r+—n} (incr r) {\. r > n + 1}

Verification:

Fix r and n. We need to prove that the body satisfies the specification:

{r—mn}(let a='r inr := a+tl) {A\. r—>n+1}

We conclude using the let-binding rule: Q' = \z. [z = n] * (r — n).
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Reasoning rule for top-level recursive functions

Rule:

v = pfAzt  {H} ([f = v [z — v2]t) {Q}
{H} (v1v2) {Q}

Specification of recursive functions may be established by induction.
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Verification of a recursive function

let rec mlength (p:’a cell) =
if p == null
then O
else let p’ = p.tl in
let n’ = mlength p’ in
1 +n’

Specification:

VpL. {p~> MlistL} (mlength p) {A\n. [n = |L|] » p ~» Mlist L}

We prove this specification by induction on L.
Consider p and L. Apply the “if" rule.
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Verification of mlength: nil case

Case p = null. Goal is:
{p ~> Mlist L} (0) {A\n. [n = |L|] * p~> Mlist L}

— Replace p with null.

— Rewrite null ~» Mlist L to [L = nil] in the pre and the post.

— By the PROP rule:
L=nil = {[]} (0) { . [n=]|L|] * [L = nil]}

— Replace L with nil.
{[1} (0) {\n. [n = |nil]] » [nil = nil]}

— Apply the VAL-FRAME rule.
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Verification of mlength: cons case (1/2)

Case p # null. Goal is:
{p s |\/||iStL}
(let p’ = p.tl in let n’ = mlength p’ in 1 + n’)
{An. [n = |L|] * p~ Mlist L}

— Unfold Mlist in pre and post, and decompose L as x :: L’:

p' ~ Mlist L' + p ~> {hd=z; tI=p/[}

— Apply the let-binding rule, and the read axiom. Remains:

{p/ ~s Mlist L' = P~ {|hd:x; t|:p’|}}
(let n’ = mlength p’ in 1 + n’)
(M. [n=|L[] * p/ ~ Mlist L’ x p ~ {{hd=a; tl=p'} }

— Apply the frame rule to remove: p ~ {{hd=z; tI=p'[} .

— Apply the let-binding rule with : Q = An/. [0/ = |L|'] » p’ ~> Mlist L.
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Verification of mlength: cons case (2/2)

There remains to prove the two premises of the let-rule.
— First branch, exploit the induction hypothesis:
{p/ ~ Mlist L'} (mlength p’) {\n'. [n = |L|'] x p’ ~ Mlist L'}

— Second branch:

{p/ ~ Mlist L' « [n' =|L|']} (1 + n’) {Mn. [n=|L|] » p’ ~ Mlist L'}

— Apply the PROP rule and the VAL-FRAME rule.
n=|L' = p~MlstL = [1+n" =]|L|] *p ~ Mlist L/

— Cancel equal parts, conclude using |L| = |z :: L'| =1+ |[L'| =14 n/,
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Reasoning rule for local functions

Rule template:

Vi () = {H} b2 {Q}
{H} (letrec foz = t1inty) {Q}

Hypothesis about f:

VaH'Q'. {H'Y t {Q} = {H'} (f2){Q}

Rule:

Vi (VeH'Q {H'} 1 {Q'} = {H'} (f2) {Q}) = {H} 1 {Q)}
{H} (letrec fz =t1inty) {Q}
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Summary

{1} v e [z = o]}

{H} 1 {Q'} Va. {Q'2} 2 {Q}
(H} (letz = t1ints) {Q}

v=true = {H}t; {Q} v =false = {H} t5 {Q}
{H} (ifvthent; elsets) {Q}

Vi (VaH'Q {H'} 1 {Q'} = {H'} (f2) {Q}) = {H}t:{Q}
{H} (letrec fx = tyints) {Q}
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Summary of Course 2
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Summary of chapter 7
(Hi} t N H)

FRAME
{Hl * HQ} t {)\SUH{ * Hg}
In-place mutable list increment, when L =z :: L.
p ~ Mlist L
p ~ {hd=z; tI=p'}} * p/ ~» Mlist L' by unfolding
p ~ {hd=z + 1; tI=p'[} = p’ ~ Mlist L/ incrementing
p' ~ Mlist I/ frame begins

p’ ~> Mlist (map (+1) L) by induction
p ~ {{hd=z + 1; tI=p'} * p’ ~ Mlist (map (+1) L’) frame ends
p ~ Mlist ((x + 1) :: (map (+1) L)) by folding
p ~» Mlist (map (+1) L) by rewriting
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Summary of chapter 8

Small footprint specification for C-style memory accesses:
{p—w}(*xp = v) {A. p—o}
{p— v} (*p) {Az. [z = 0] x p—> v}
Representation of a full array using a list:

p~ ArrayL. = p.length — |L| * @ pli] — v

v at index i in L

Representation of a set of array cells using a finite map:

p~ CelsM = &® pli]—v
(i,v)eM
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Summary of chapter 9

(%) is associative, commutative, and has [ ] as neutral element.
(=) is a partial order, regular w.r.t. (*).
“[False] = H" is always true.

“(r—mn)*(r—m)" is equivalent to “[False]".

Strategy: extract from the right, instantiate on the left, then cancel out.
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Summary of chapter 10

Structural rules:

H > Hy *~ Hy {H1}t {Q1}

Q1% Hy>Q xGC

{H} t{Q}

Vo {H} t{Q}
{3z H} t{Q}

EXISTS

Other structural rules are derivable.

COMBINED

P = {H}t{Q}
{[P]* H} t{Q}

PROP
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Summary of chapter 11

{1} v e [z = o]}

{H} 1 {Q'} Va. {Q'2} 2 {Q}
(H} (letz = t1ints) {Q}

v=true = {H}t; {Q} v =false = {H} t5 {Q}
{H} (ifvthent; elsets) {Q}

Vi (VaH'Q {H'} 1 {Q'} = {H'} (f2) {Q}) = {H}t:{Q}
{H} (letrec fx = tyints) {Q}
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Exercises

» Exam from 2015, Exercise 2: Operations on binary search trees.

Available from the webpage of the course.
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The end!
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Chapter 12

Loops in Separation Logic

56



Verification of a for-loop

_ Before the loop:

let facto n =

let r = ref 1 in o 1
for i = 2 to n do
let v = Ir in At each iteration:
r =V *x i;
done; from r— (i—1)! to rw— il
I'r
After the loop:

r— nl

Loop invariant (I : int — Hprop) that applies for any i € [2,n + 1]:

Ii = r—(i—1)!
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Reasoning rule for for-loops

Reasoning rule for the case a < b:

He1Ia
Vie[a,b]. {Ti}t{\.T(i+1)}
I(b+1)=Q()

{H} (fori = atobdot) {Q}

General rule, also covering the case a > b:

HoTIa
Vie[a,b]. {ITi}t{\.T(i+1)}
I (maxa(b+1))=Q()

{H} (fori = atobdot) {Q}
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Reasoning rule for while loops: partial correctness

The loop invariant I describes the state between every iterations.
The post-condition J describes the state after the evaluation of ¢;.

Ho 1 {I} t1 {J} {J true} to {\_. I} Jfalse=>Q ()
{H} (whilet; dots) {Q}

where (I : Hprop) and (J : bool — Hprop).

For total correctness: parameterize the invariant with a measure.

5/56



Reasoning rule for while loops

We focus on a different approach that:
» inherently supports total correctness;

» allows to apply frame during iterations.

Prove a triple { H} (whilet; doty) {@} by induction, using:

{H} (iftq then (t2; (whilet; dote))else () {Q}

{H} (while t1 do tQ) {Q}

6
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Length with a while loop

4 >

Bt b 1 e
B gt S e e
) .

let rec mlength (p:’a cell) =
let t = ref 0 in
let £ = ref p in
while !f != null do

incr t;
f = ('f).t1;
done

't



Length with a while loop: induction

6“_t} > ¢ ST

We prove by induction on Lo that for any n and g:

{qWM”StLQ * f—q *tn—»n}
(while !'f != null do incr t; f := (!f).tl; done)
{g ~> Mlist Ly * f+— null x t — (n+ length L)}

The loop unfolds to:

if I'f != null
then (incr t; f := (!f).tl; while .. do .. done)
else ()

Exercise: describe the frame process in the induction for length.



Length with a while loop: frame process
TR - SR NN R
L s e e =y

3 —_—

X7 ey Y
e T —)
Vt=miL]
q ~» Mlist Lo *f—>q *xt—on begin
g—{z;d}xq ~ MlistLhx f—q *t—n unfold
g {z;d}xqd ~MlistLhx f—q *t—>n+1 increment
g {z;dfxqd ~MlistLhx f— ¢ *t—>n+1 shift head
*xq ~> MlistLhx f—q xton+1 begin frame

* g~ Mlist Ly » f — null x t — n + 1 + |L}| induction
q—{x;qd} ¢ ~ Mlist Ly » f — null x t — n + 1+ |L5| end frame
q ~ Mlist Ly * = null x t — n+ |Lg| fold
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Chapter 13

Aliasing and local state

10 /56



Functions with aliasing: swap

let swap r s =

let a = Ir in
let b = Is in
r := b;
s := a

Find three useful specifications for swap:
1. a specification for non-aliased (distinct) arguments,

2. a specification for aliased (equal) arguments,

3. a most-general specification, stated using iterated conjunction.
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Functions with aliasing: 3 specifications for swap

Specification 1:

Vrsnm. {(r — n) x (s —>m)} (swap r s) {A_. (r—m)*(s+— n)}

Specification 2:
Vrsn. {[r = s] * (r — n)} (swap r s) {\_. r— n}

or simply:
Vrn. {r — n} (swap r r) {\_. r—n}

Specification 3:

VrsM.r,s € domM = {®(p,n)€M p > n}
(swap r s)

{\-. @(p,n)e(M[r::M[s]][s::M[r]]) p— n}
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Function with local state

Exercise: what is the specification of £ in the following program?
let r = ref 3
let £ O =
incr r

Then, show that the code below returns 5.

£0O;
£0;

'r
Specification:
Vn. {r—mn}(E O){ . r—>n+1}

Successive states:
r— 3 r—4 T+ 5
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Counter function: code

f
let mkcounter () = '5\
let r = ref 0 in v , \
(fun () -> incr r; get r) ; v
@p | | I
)
let ¢ = mkcounter() in
let x = ¢c() in
let y = cO in

assert (x =1 && y = 2)
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Counter function: specification

f
A
’ ; )
, M
@&
®
f~ Countn = 3Ir.(r—n)

* [Vi.{r—i} (fO){ Pz [z=i+1]x(r—i+1)}]

Exercise: specify a counter function, only in terms of f ~~ Countn.

{[1} (mkcounter()) {\f. f ~» Count0}
Vfi. {f~ Counti} (fO){Az.[x=1i+1]  f~ Count(i+ 1)}
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Chapter 14

Basic higher-order functions
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Apply

let apply f x =
fx

Specification:

VirHQ. {H} (fx) {Q}
= {H} (apply f 2) {Q}

This is equivalent to the form below, which involves nested triples:

VizHQ. {H = [{H} (fz){Q} ]} (apply fz) {Q}

17 /56



Apply on a reference

let refapply r f =
r :=1f Ir

Exercise: give two specifications for the function refapply.
In the first, assume £ to be pure, and introduce a predicate Pz y.

In the second, assume that f also modifies the state from H to H'.

vrfaP. [} (f2) {My. [Payl}
= {r— x} (refapplyr f) {\. Jy.[Pzy]| x r — y}

VrfzHH'P. {H} (fz) {\y.[Pxy] » H'}
~ {rea) - )

(refapply?“f)
{A. Jy. [Pry] « (r—>y) » H'}
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Function twice

let twice f =

£O; £0O

Specification:

VIH'Q. {H} (f () {A- H'}
A {H'(FO) {Q}
= {H} (twice f) {Q}
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Function repeat

let repeat n f =
for i = 0 to n-1 do
40)

done

Exercise: specify repeat, using an invariant I, of type int — Hprop.

VnflI. (Vie[0,n). {Ii} (fO){ . I(i+1)})
= {10} (repeatn f) {\.. In}

The premise consists of a family of hypotheses describing the behavior of
applications of f to particular arguments.
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Chapter 15

Higher order iteration

21/56



Iteration over a pure list

let rec iter £ 1 =
match 1 with

I 0 -> 0
| x::t -> f x; iter f t

Exercise: specify iter, using an invariant I, of type list « — Hprop.

VFII. (Vak. {Tk} (fz) {\. I (k&x)})
= {Inil} (iter f1) {\_. I}
where k&x = k+(x :: nil).
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Length using iter

(Vak. {Ik} (fz) {\. I (kex)})
= {Inil} (iter f1) {\.. I}
let length 1 =
let r = ref 0 in

iter (fun x -> incr r) 1;
Ir

Exercise: give the instantiatiation of the invariant I for iter;
then, write the specialization of the specification of iter to I and to
(fun x -> incr r); finally, check that the premise is provable.

Invariant: I = \k. r — |k|.

(Vzk. {r— |k|} (incr 1) {A_. r — |k| + 1})
= {r— 0} (iter f1) {\_. 7 — |l|}
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Sum using iter

(Vak. {Ik} (fx) {\. I (kex)})
= {Inil} (iter f1) {\_. I}

let sum 1 =
let r = ref 0 in
iter (fun x > r := Ir + x) 1;
Ir

Exercise: give the invariant I involved in the above call to iter.

I = Mk. r— Sumk

where:
Sumk = Fold(+)0k
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Constraints over the items

(Vak. {Ik} (fz) {\. I (kex)})
= {Inil} (iter f1) {\_. I}

Given a list &1 :: o9 =1 ... 2 @y, o nil, let us compute: /21 + ... + /Tp.
iter (fun x -> r := Ir +. sqrt x) [2.0; 3.0]

The above specification of iter is too weak. More general specification:

VfII. (Vak. v el = {Ik} (fz) {\. I(k&x)})
= {Inil} (iter f1) {\_. I}
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Constraints over the items, in order

VfIL. (Vazk. z el = {Ik} (fz) {\. I (kex)})
= {Inil} (iter f1) {\_. I}

Given a list &1 :: x9 1 ... 2z, 2 nil, let us compute: \/4/«/931 + o + T3.

iter (fun x -> r := sqrt (!'r +. x)) [2.; -1.; 3.]

The above specification of iter is too weak. Most-general specification:

VfII. (Vaks. | = k+tw s = {Tk} (fz) {\. I (k&a)})
= {Inil} (iter f1) {\.. I1}
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Verification of iter

(Vak. {Ik} (fx) {\. I (kex)})
= {Inil} (iter f1) {\.. I}

let rec iter £ 1 =
match 1 with
I ->0
| x::t -=> f x; iter f t

How to prove that the code satisfies its specification?

r——&——__'

O-0-0-0-0-0»0~

S S N S |

| £ 4%

L L
4
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Verification of iter: generalized principle
Assume:
Vak. {Ik) (fz) O T (ko))

Prove:
{Inil} (iter f1) {\_. I}

Proof by induction over a generalized statement:

Vks. {Ik} (iter fs) {\.. I (k+s)}

2 s
— - —
x 4
st
O—-)O——; 0O~ -—)' ) U;C)N.
| # T
L B S |
4
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Verification of iter: induction

let rec iter f s =
match s with
I 0->0
| x::t -> f x; iter £ t

Assume: Vxk. {Ik} (fx){\. I (k&x)}
Prove:  Vks. {Ik} (iterfs){A.I(k+s)}

By induction on s:

» Case s = nil. Goal is: {I k} (iter fnil) {\_. T (k+nil)}.
This triple simplifies to: {I k} () {\_. I k}, which is correct.

» Case s =z :: t. Goalis: {Ik} (iter f (z::t)) {A_. T (k+(z::1))}.
HYPOTHESIS-ON-F INDUCTION-HYPOTHESIS

(Tk} (fz) 0o I (keew)} (I (kee)} (iter ££) (A= I (k&) +-t)}
(Tk} (fz; iter 1) {I (kea)++1)}

SEQ
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Invariant on remaining items

(Vak. {Ik} (fz) {\. I (kex)})
= {Inil} (iter f1) {\_. I}

= {I'l} (iter f1) {\_. I'nil}

Exercise: specify iter using an invariant that depends on the list of
items remaining to process, instead of on the list of items already
processed. Then, prove the new specification derivable from the old one.

(Vas. {I' (z::8)} (fz) {A~. I's})
— {I'l} (iter £1) {\_. I'nil}

Derivable using: I = Mk. 3s.[l = k+-s] « I's.
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lterating over a mutable list

Fillift s

let rec miter f p =
if p == null
then ()
else (f p.hd; miter f p.tl)
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lterating over a mutable list

VL. (Yok. {Ik} (fz){\. I (k&x)})
= {Inil} (iter f1) {\_. I}

e

VipIl. (Vak. {Ik} (fz) {\. I (kex)})
= {p -~ Mlistl * Inil} (miter fp) {A\_. p~ Mlist] x I}

Specification:

Remark: calls to f cannot modify the structure of the list while iterating.
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Summary

Simplified: (Vak. {Tk} (f2) {A I (kex)})
= {Inil} (iter f1) {\_. I}
Order-irrelevant:
(Vak. v el = {Ik} (fz){\. I (k&a)})

= {Inil} (iter f1) {\_. I}
Most-general:

(Vaks. | = ko s = {ITk} (fz) (A I (kea)})

= {Inil} (iter f1) {\_. I}

Extension to mutable lists:
(Vaks. | = ko s = {ITk} (fz) {A\. I (kex)})
= {p~ Mlist] » Inil} (miter fp) {\_. p~ Mlist] » I}
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Chapter 16

Other classic higher-order functions
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Fold-left

let rec fold_left f a 1 =
match 1 with
| 1 ->a
| x::k -> fold_left £ (f a x) k

Example:

fold_left fal[6::4:7] = f(f(fa6)4)7

Specification:

VfallJ. (Vaik. {Jik} (fiz) {\j. Jj(k&x)})
= {Janil} (fold_left fal) {\b. Jbl}
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Application of fold-left

Vfall. (Vaik. {Jik} (fiz) {\j. Jj(k&a)})
= {Janil} (fold_left fal) {\b. Jbl}

let r = ref O
let count_and_sum 1 =
fold_left (fun a x —> incr r; a+x) 0 1

Exercise: give the instantiation of the invariant J in the code above.

Jik = (r—k|) * [i = Sumk]
where Sumk = Fold (+) 0 k.
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Fold-right

let rec fold_right £ 1 a =
match 1 with

| [ > a
| x::k -> f x (fold_right f k a)

Example:
foldf[6::4:=T7]a = f6(f4(f7a))

Exercise: give a specification for fold_right.

VfladJ. (Vaik. {Jik} (fzi){\j. Jj(z = k)})
= {Janil} (fold_right fla) {\b. Jbl}
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Map: simple specification for pure functions

let recmap £ 1 =
match 1 with
I 00 -> 1
| x::k => (£ x)::(map £ k)

Simple specification, for the case where f is pure:

VfIP. (Va. {[]} (fx) {\2'. [Pz2']})
= {[]} (map f1) {\'. [Forall2 P1I']}

where:
Pxx Forall2 P11’

Forall2 P nil nil Forall2 P (z :: 1) (2 = 1)
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Map: general specification

Specification of map:

VfIP. (V. {[]} (fx) {X\a'.[Px2']})
= {[]} (map f1) {\'. [Forall2 P1l']}

Specification of iter:

VfIL. (Vak. {Ik} (fx){\. I (kex)})
= {Inil} (iter f1) (A 11}

Combining the two:

VfIPI. (Vak. {Ik} (fx) {\a'. [Pxa’] * I (k&x)})
= {Inil} (map f1) {\'. [Forall2 P1l'] x I 1}

39/56



Map: general specification, alternative

VfIPI. (Vak. {Ik} (fx) {\a'. [Pxa]* J (kex)})
= {Inil} (map f1) {\l'. [Foral2 P1l'] x I'l}
Alternative specification:
VLT (kak’. {JkK} (fx) {Da. T (k&x) (k'&x’)})
= {J'nilnil} (map f1) {\'. J'Ll'}
Above specification derivable from the previous one:

J' kK = [Foral2 PkK| Ik
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Sorting with comparison function

Example:

List.sort (fun x y -> x - y) [2;4;5;3;2;9]

Specification:

VL V(<)
total-order (<)

A (Voy AL (fry) {An[n <0<z <y]})
= {[]} (sort f1) {\'. [permutll" A sorted ()]}

More general specification of comparison functions:

{[1} (fzy) {\n.[ifn =0thenx ~ yelseifn < Othenx < yelsex > y|}
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Find with a boolean predicate, on pure lists

let rec find £ 1 =
match 1 with
| [J -> None
| x::k -> if f x
then Some x
else find f k

Specification:

VFIP. (Vz. {[]} (fz) {\b. [b = true < Pz]})
= {[]} (find f1) {\o. [ matchowith I
| None = Forall (—P)1
|Somex = Jkt. | = k+uax:: t
A Forall(=P)k A Px
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Find with a boolean predicate, on mutable lists

P q.
™ Y
A LASLT T @
*4 %, g Xy
Frazfhe  Paoplie  Prohe

Specification:

ViplP. (Vz. {[]} (fz) {\b.[b = true & Px]})

= {p~ Mlistl}
(mfind f p)
{Xo. match o with }
| None = p ~~ Mlist] = [Forall (—=P)!]
| Some g = kt. p ~~ MlistSegqk » q ~ Mlist (z :: 1)
*x[l =k+x:t A Forall(=P)k A Px]
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Summary

(Vak. {Ik} (fz) {\. I (k&x)})
= {Inil} (iter f1) {\_. I}

(Vaik. {Jik} (fiz) {N\j. Jj(k&x)})
= {Janil} (fold fal) {\b. Jbl}

(Vakk'. {JkK'} (fz) {\a'. J (kex) (K &a’)})
= {Jnilnil} (map f1) {\'. J1I'}

» Add the hypothesis [ = K+ :: s if the position of x matters.

» Boolean predicates: Vz. {[]} (fz) {\b.[b = true & P z]}.
» Order functions: Yay. {[]} (fzy) {Mn.[n <0<z <y]}.
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Chapter 17

Principle of Characteristic Formulae
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Idea of characteristic formulae

Goal: perform all the Separation Logic reasoning inside Coq.

Idea: build a logical formula [t] satisfying the equivalence below.

VHQ. [t]HQ < {H}i{Q}

Schema:

Sounce Code ' Jk(ﬂawnﬁy\m(; i, Swa}”m»lm\%
SR B I D

A
v 4 N ~ Taterecive ("mw,gg
Avtereated. Gonendtinn

2 |

Venifredkion |
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Properties of characteristic formulae

The characteristic formula [¢t] of a term ¢ is a predicate such that:
VHQ. [JHQ < {H}t{Q}

Properties:
» [t] has type (Heap — Prop) — (Val — Heap — Prop) — Prop
» [t] characterizes the set of valid specifications for ¢
» [t] is a higher-order logic formula built using A, v, =, 3, ...
» [t] is built automatically and compositionally

» [t] has size linear in the size of t and is easy to read
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Characteristic formula for sequence
VHQ. [t]HQ < {H}t{Q}

HniQ) @QOn@
(i) Q-

Goal:
VHQ. [ti;t]HQ < {H} (t1;t2) {Q}

Exercise: define the characteristic formula for sequences.

IItl; tg]] = )\H. )\Q HQ,. IItl]] HQ’ N [[tg]] (Q/ ()) Q
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Characteristic formula for let bindings

{H} t; {Q'} Vo. {Q' z} ty {Q}
{H} (letx = t1ints) {Q}

Definition:

[[Iet:v = tlintg]] = MHQ. HQI. [[tl]]HQ/ A V. [[tg]] (QIJ,‘)Q

Technically,  has type var and:

[Ietx =11in tg]] = \HQ. 3Q'. [[tl]] HQ
A V(X : Val). [([z — X]t2)] (@ X)Q
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Characteristic formula for values

Hr>Qu
(HY v (Q)

VAL-FRAME

Definition:
[v] = AHQ. H=>Quv
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Characteristic formula for conditionals

(b=true = {H} t, {Q})  (b=false = {H} 1t {Q})

{H} (ifbthent; elsets) {Q}

Exercise: define the characteristic formula for conditionals.

[ifbthent) elsety] = AHQ. (b = true = [t1] HQ)
A (b =false= [to] HQ)

IF
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The App predicate

The goal of characteristic formulae is do proofs without involving triples.

Let “App” be an abstract predicate with the following interpretation:

AppfoHQ < {H} (fv){Q}

Remark:

App : Val — Val — Hprop — (Val — Hprop) — Prop
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Reasoning about function calls

Interpretation of App: AppfvHQ < {H} (fv){Q}
Interpretation of formulae: [fv] HQ < {H} (fv){Q}
Definition:

[fv] = AHQ. App foHQ

Instances of App are used on calls and introduced on function definitions.

53 /56



Reasoning about function definitions

Vi Pf = {H} i {Q}
Pf = (VaH'Q {H'} h {Q'} = {H'} (f2) {Q})
{H} (letrec fz =t1inty) {Q}

FIX

Definition:
[letrec f = Az.t1ints] = AHQ. Vf. Pf = [toa] HQ
where Pf = (VaH'Q'. [t1] H' Q' = App fx H' Q')
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Complete definition

[v] = AHQ. H=Qu
[letz = t1ints] = MNHQ. 3Q". [t1] HQ' A Ya. [t2] (Q"2) Q
[if bthenty else ts] = M\HQ. (b =true = [t;] HQ)

A (b =false= [t2] H Q)
[v1 va] = MHQ. Appuiv2 HQ

[letrec f = Ax.t1ints] = MHQ. Vf. Pf = [t2] HQ

where Pf = (V:EH/Q’. [t1] HQ = Appf:L‘H,Q/)
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The end!

56 / 56



Separation Logic
4/4

Arthur Charguéraud

Febuary 22th, 2016

72



Chapter 18

Characteristic Formulae with structural rules
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Integration of structural rules

[v] = local ( AHQ. H=>Qw)
[letz = t1inty] = local A\HQ. 3Q'. [t1] H Q' )
AV, [t2] (Q' ) Q
[if bthenty else ts] = local (\HQ. (b=true = [L1] HQ) )
A (b =false= [to] HQ)
[v1 va] = local (AHQ. Appvivs H Q)

[letrec f = Ax.tyinte] = local (A\HQ. Vf. Pf = [to] HQ)

where Pf = (VaH'Q'. [t1] H Q' = AppfaxH' Q')



Definition of the local predicate (1/2)

To support:
H=H~Hy [tJHiQ1 Qi+xHy=0Q ,
FRAME
[t HQ
we would define:
H = H1 * H2

local F = AHQ. 3H1H2Q1.{ FHih
QixHy=Q



Framing using the local predicate

To prove “{H} t {Q}", by the rule FRAME’, it suffices to show:

HZHI*HQ A {Hl}t{Ql} N Ql*HQZQ

To prove “local [t] H Q", by definition of “local”, it suffices to show:

H=H ~Hy A [tJHi Q1 n QixHy=0Q



Definition of the local predicate (2/2)

To support:
H > H;, ~ Hy {Hl}t{Ql} Q1 Hy=0Q +GC
()1 10) COMBINED
w EXISTS P = {H}tiQ)} PROP
{Jz. H} t{Q} {[P]~H} t{Q}
we define:
(H1 * HQ) h

local F = )\HQ Vh. Hh = aHlHQQl. .FHl Ql
Q1 * Hy=Q +GC



Iterated applications of structural rules

The local predicate may be duplicated as many times as needed:

local [t] HQ = local (local [t]) H Q

For example, to prove “local [t] H Q", it suffices to show:

HZHl*HQ AN |OC3|[[t]]H1Q1 VAN Ql*HQZQ

When not needed, “local” may be simply erased:

[t] HQ = local[t] HQ



Notation for characteristic formulae

lletx =trinty] = local NHQ. 3Q'. [t1] HQ' A Va. [t2] (Q'2) Q)

Definition of Coq notation:

(Let x = Fpin F2) = local AHQ. 3Q'. FiHQ' A Vz. F2 (Q' ) Q)

With this notation:
[letz =t1inty] = (Letz = [t1] in [t2])
Technically:

[letz =t1inta] = (Let X = [t1] in [([x — X]t2)])
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Characteristic formulae generation, with notation

[v]

[letz = t1inta]
[if bthenty else to]
[v1v2]

[letrec f = Ax.t1inta]

Ret v

Let z = [t1] in [t2]
If b then [t1] else [t2]
App v1 v2

LetRec fo = [t1] in [t2]
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Tactics for characteristic formulae

What the user sees:
Let x = Fiin Fy

What is hidden behind the notation:

local AHQ. 3Q'. FIHQ' A Vz. Fo (Q'z)Q)

What the user would need to execute:

apply local_erase; esplit; split.

What the user writes:
xlet.
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Chapter 19

Higher-order representation predicates
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Overview

1. Higher-order predicate:
p ~» Mlist L is generalized into p ~+ Mlistof R L
2. ldentity representation predicate:
p ~» Mlistof Id L is the same as p ~ Mlist L
3. Control accesses:
{p ~» Mcellofld vy Ry Va} (p.hd) {Az. [z = v1] * ...}
4. Compose recursively:

p ~» Nodeof R X (Mlistof (Narytreeof R)) L



Mutable list of possibly-aliased lists

p~ Mlist K % ( k) pinlistL,) * [Vp; € K. p; € dom M]
(pis Li) e M
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Mutable list of disjoint mutable lists

Py |
e e o e e
ZF { | ' L = (5:7xnil)::(8:3::3::nil)
| E P & p_" s (nil)z (4:nil) conil
31 3 (>
D @L3
e

p ~» MlistofMlist L

(to be later generalized into: p ~~ Mlistof R L)
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Representation using iterated star

I

,ﬂﬁf =)

i C) PLM L = (5::.7::ni|)::(.8::3::.3:;
g P @ 2 (nil) (4 nil) 2ol

K = ppupeupsiipgin

w‘!)
p~ MlistofMlist L = d4K. p~ MlistK
* ®ieo, i (K[) ~ Milist (L[z])
« [|K| = |L]

nil)
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Representation using a recursive predicate

Py

,‘ DA Ea G L = (5::7:nil)::(8::3::3::nil
Fr { L ' ( nil ::nll)::n(il 22 nil "
Ll 13*{ (i) 4

J? 3 @D -

(@ P

L@

p ~+ MlistofMlist L. = match L with
[nil = [p = null]
| X oo L = Jap’. p~ {hd=z; tI=p'}
* p' ~» MlistofMlist L'
* x ~» Mlist X
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Generalization to a higher-order predicate

p ~» MlistofMlist L = match L with
|nil = [p = null]
| X :: L' = Fxp’. p~ {hd=x; tiI=p'}}
* p' ~ MlistofMlist L’
*x z ~» Mlist X

Generalization:

p ~» Mlistof L. = match L with
|nil = [p = null]
| X o L' = Fxp’. p~ {{hd=x; tI=p'|}
* p/ ~ Mlistof 2 L’
xx~ RX

In particular:

p ~+ MlistofMlist L. = p ~» Mlistof Mlist L
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Type-checking

p ~+ Mlistof R L. is a notation for Mlistof R L p

(of type Hprop)
z~ RX is a notation for RX x

(of type Hprop)

p ~+ Mlistof RL = match L with
[nil = [p = null]
| X o L = Jxp/.  p~ {hd=z; tI=p'}}
* p' ~ Mlistof R L’
*xx~~ RX

Exercise: since (p : loc) and (z : Val) and (X : A) for some A,
what is the type of R? What is the type of Mlistof?

» R: A — Val — Hprop
» Mlistof : VA. (A — Val — Hprop) — listA — loc — Hprop
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The identity representation predicate

p ~ Mlistof R L = match L with
|nil = [p = null]
| X o L' = Fap’. p~ {{hd=x; tI=p'|}
* p' ~ Mlistof R L’
*x~~ RX
p~ Mlist L = match L with
|nil = [p = null]
|z L' = p/. p~ {hd=x; tI=p'|}
x p/ ~~ Mlist L/

Exercise: define the identity representation predicate Id such that

p ~> MlistofId L = p ~~ Mlist L

Definition:
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Summary

1. Higher-order predicate:
p ~ Mlist L is generalized into p ~» Mlistof R L
2. ldentity representation predicate:

p ~» Mlistof Id L is the same as p ~» Mlist L



Chapter 20

Higher-order representation predicates and the access problem
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Specification of construction, for basic values

flng -1} P'\N =1

{p/ ~ Mlist L} (conszp’) {Ap. p ~» Mlist (x :: L)}
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Specification of construction

{z ~> RX x p/ ~ Mlistof R L} (consz p') {Ap. p ~> Mlistof R (X ::
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Specification of deconstruction

?&B”f e F“@
el | (

o 3 \»”?
B e g
T @

{p ~» Mlistof R (X :: L)} (uncons p)
{XMz,p'). x ~ RX % p' ~» Mlistof R L}
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Specification of accesses: the problem
lzzr“’u—«hczr L(J‘ &)
L
| 7: <

r“' 3
@

[

Incorrect specification for head:

{p ~» Mlistof R (X :: L)} (headp)
{Az. z~» RX » p~> Mlistof R(X :: L)}
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Specification of accesses: a partial solution

«,W@A
’*5 -

’

‘ @ .

[

Correct yet limited specification:

{p ~» Mlistof R (X :: L)} (headp)
M.z~ RX * (x~» RX — p~> Mlistof R(X :: L))}

Magic wand rule:
H «~ (H-—=+H') = H
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Specification of accesses: a brute force solution

Pl b
T’Ff‘v A A )
R R A el
LT 8 @D g“'
4 1‘ ‘;
7 ﬁ; fe>

& | 13

p~ Mlistof RL = dK. p~ MlistK

* @;cpo, ) (KL) ~ R(L[])
« [|K[=|L]]
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Specification of accesses: focus before read
e ~
x;? N f ’

3 @D -

¢
\

&

3

p~ Mlistof R(X :: L) = 3Jzp’. p~ {hd=z; tI=p'|}
* z~~RX
x p' ~ Mlistof R L'
Then read using:

{p — {hd=z; tI=p'}} (p.hd) {Ay. [y = 2] » p — {hd=z; tI=p'[}}
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Ownership transfer with a queue of mutable items

Push:
P11 J p\f T d
; ‘ olel el le 311 ; |
CT ITET)
Pop:
e
o = ﬁa |
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Specification of queues of basic items

{[1} (createO) {Ap. p ~ Queuenil}

{p ~» Queue L} (push x p) {\_. p ~> Queue (L&)}
{p ~» Queue (z :: L)} (pop p) {Ar. [r = z] * p ~ Queue L}

{p ~ Queue L x p' ~» Queue L'} (concat p p’) {\_. p ~ Queue (L+L")}
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Specification of queues of mutable items

Exercise: specify functions over queues using a higher-order
representation predicate written p ~» Queueof R L.
Shorthand: just write “Q R" instead of “Queueof R".

{[1} (create) {\p. p ~ Queueof Rnil}
{p ~» Queueof RL » z ~» RX} (pushzp) {\_. p ~ Queueof R (L&X)}
{p ~» Queueof R (X :: L)} (popp) {A\z. p ~» Queueof RL x x ~~ RX}

{p ~» Queueof RL x p' ~» Queueof R L'} (concatpp’)
{A\_. p~ Queueof R(L+L')}
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The copy problem

Incorrect specification for copy:

{p ~» Queueof R L}

(copy p)
{A\p'. p ~ Queueof RL % p' ~» Queueof R L}

Exercise: specify a function copy f p that duplicables a mutable queue
specified using Queueof, where f is a function to duplicate items.

(VaX. {x ~ RX} (fz) {\'. 2~ RX » 2/ ~ RX})
= {p ~» Queueof R L}

(copy fp)
{\p'. p ~> Queueof RL * p' ~» Queueof R L}



Chapter 21

Higher-order representation predicates for records
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Representation for records

| =]

[ =]
=
: -,,< .N‘

p ~> Mcellof Ry Vi Ry Vo = Jvjva.  p ~» {hd=vy; tlI=vaf}
*v1 ~~» RV
* vy ~ Ry Vo
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Representation predicate for lists, revisited

p ~ Mlistof R L = match L with
|nil = [p = null]
| X o L' = Fap’. p~ {{hd=zx; tI=p'|}
xx~~ RX
* p' ~ Mlistof R L'

p ~ Mcellof Ry V4 Ro Vo = dvivg. p~~ {|hd:’U1; tl=v9 |}
* V1 ~> Rl V1
* Vg ~> RQ V2

Exercise: rewrite the specification of Mlistof using Mcellof.
p ~» Mlistof R L. = match L with

|nil = [p = null]
| X :: L' = p ~» Mcellof R X (Mlistof R) L'
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Focus/unfocus for accessing a record field

P e
S . N

Jlr4\i \\"z ,&3 N

Focus on a field:
P~ McellofR1 Vi R2 V2 = 31]1. p ~ Mcellof Id V1 R2 V2 * U1~ R1 V1

Access to a focused field:

{p ~» McellofIld v R Va} (p.hd) {Az. [z = v1] * p ~» Mcellof Id v; Ry V> }
{p ~ MecellofId v; Ry Va} (p.hd <= w) {A_. p ~ Mcellof Idw Rs Va}
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Chapter 22

Higher-order representation predicates for trees
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Binary tree: representation

™

) [ "z” f2
T
/

p ~+ Mtreeof RT = match T with
| Leaf = [p = null]
| NOdGXTl TQ = ﬂla:plpg.
p — {litem=z; left=p;; right=p2|}
*x -~ RX
* p1 ~» Mtreeof RT}
* po ~» Mtreeof R Ty
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Binary tree: representation, revisited

™

"f4 "“' "(’z

Representation predicate for tree cells:

p ~> Nodeof Ry Vi Ry Vo R V3 =
Avivgug.  p > {item=vy; left=vy; right=v3]}
* v~ R V) *x vy~ Ry Vo x v3 ~ R3 V3

p ~» Mtreeof RT = match T with
| Leaf = [p = null]
|INode X Th T, =

p ~» Nodeof R X (Mtreeof R) T} (Mtreeof R) T,
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Trees with list of subtrees: implementation

e
37T @5]

type ’a node = {
mutable item : ’a;
mutable children : (’a node) cell }

Inductive tree (A:Type) : Type :=
| Leaf : tree A
| Node : A —1ist (tree A) —tree A.
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Trees with list of subtrees: specification

p ~» Narytreeof RT =
match 7" with
| Leaf = [p = null]
|Node X L = Jzc. p > {litem=x; children=cl|}
*z -~ RX
* ¢ ~ Mlistof (Narytreeof R) L
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Trees with list of subtrees: representation of nodes

p ~+ Nodeof Ry V] Ry Vo =
Fvive.  p— {litem=vy; children=val|}
* vy~ Ry
*vg ~ Ro Va

p ~» Narytreeof RT =
match 7" with
| Leaf = [p = null]
|Node X L = 3Jzc. p > {item=z; children=c|}
*x~ RX
* ¢ ~» Mlistof (Narytreeof R) L
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Trees with list of subtrees, revisited

W/Bf “““ “i
EZ R )

Exercise: rewrite the specification of Narytreeof using Nodeof.

e

p ~> Narytreeof RT =
match T with
| Leaf = [p = null]
|Node X L = p ~~ Nodeof R X (Mlistof (Narytreeof R)) L
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Exercises

» Exam from 2015, Exercise 2: Bootstrapped chunked bags.

Available from the webpage of the course.
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Chapter 23

Iteration with higher-order representation predicates
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[teration on lists

Recall:
VIl (mG. {ITk} (fz){\. I(k:&x)})

= {Inil} (iter fI) {\_. I'l}

Vipll. (Vak. {Ik} (fz) {\. I (kea)})
= {p -~ Mlistl * Inil} (miter fp) {A_. p~ Mlistl x I'l}

VAL (YakK. (T kK (f2) (M. J (kex) (Kea)))
= {p ~ Mlist] = J'nilnil} (mmap f1) {\'. p~ Mlistl = J'11I'}

Challenge:

= {p~ Mlistof R L * ...} (miter fp) {A.p~ ... * ..}

46 /72



lterating over a mutable list of mutable items

Exercise: specify the function miter, using an invariant of the form
J K K', describing the state before and the state after the iteration.

VfpRLJ. (YVaXKK'. {x~ RX « JKK'} )

(fz)
A 3AX. 2~ RX' « J(KeX) (K'&X")}

= {p~ Mlistof RL = J nilnil}

(miter fp)
{A\_. AL p~ Mlistof RL' » JLL'}
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Incrementing a mutable list of distinct references (1/2)

let incr_all p =
miter (fun x -> incr x) p

let example_p =
{hd = ref 5; t1 = { hd = ref 3; t1 = null } }

z~ RefX = 22— X

Exercise: using the representation predicates Ref and Mlistof, specify the
function (fun x -> incr x) and incr_all.

{x ~» Ref X} (incr x) {\_. z ~» Ref (X + 1)}

{p ~~» Mlistof Ref L} (incr_allp) {\_. p ~» Mlistof Ref (map (+1) L)}
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Incrementing a mutable list of distinct references (2/2)

VfpRLJ. (VaXKK'. {z~ RX « JKK'} )

(f )
(AL 3X". 2~ RX' * J(K&X) (K'&X")}

= {p~» Mlistof RL % J nilnil}

(miter fp)
{A_.3L. p~ Mlistof RL' » JLL'"}

Consider:
JKK' = [K'=map(+1)K]
Derives:

(V:EX. {x ~» Ref X} (fun x -> incr x) {\_. x ~ Ref (X + 1)}) =
{p ~~» Mlistof Ref L} (incr_allp) {\_. p ~» Mlistof Ref (map (+1) L)}
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Chapter 24

Resource analysis in Separation Logic
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Controlling deallocation

(1) Remove the garbage collection rule:

{H} t{Q» GC}
{H} t{Q}

(2) Add a “free” function for explicit deallocation:

{r — v} (free r) {\_. []}

GC-POST

(3) Theorem: for a full program execution starting in the empty heap, all
the data still allocated at the end is described in the post-condition.

(4) Corollary: terminating on the empty heap ensures no memory leaks.

{{1} ¢ {An. [Pnl}
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File handle protocols

Goal: ensure that if a file is open then it is eventually closed.

£~ File L

where (f : loc) denotes the file handler,
and (L : listchar) denotes the remaining bytes to read.

{[1} (fopen s) {\f. IL. f ~~ File L}
{f ~ File(c:: L)} (fread f) {A\z. [z =c¢] » f ~» FileL}
{f ~ File L} (fclose £) {A_. []}



Complexity analysis

Time credits:
$x : Hprop where z € RT

Properties:
$(zr+y) =82 » $y and $0 = []

Principle: ) . .
The execution of every instruction costs $1.

Simplification:

Entering the body of a function or a loop costs $1.
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Time credits in pre-conditions

Constant-time:

{t ~ Array M * $¢} (Array.length t) {\n.[n = |M|] *t ~~ Array M }

Linear-time:

{$(c1n + c9)} (Array.make n v) {\t. IL. t ~> Array L * [...]}

Superlinear-time:

{t ~ Array L * $(c;|L|log|L| + ¢2)}
(Array.sort t)
{Xt. AL, t ~ Array L' * [...]}

54 /72



Amortized analysis
Stack of unbounded size with amortized constant-time operations:

{5} (Stack.create()) {A_. s ~> Stacknil}
{s ~ Stack L * $ ¢} (Stack.push s x) {A\_.s ~> Stack (z :: L)}

{s ~» Stack (z :: L) * $c} (Stack.pop s)  {Ay. [y =] * s ~» Stack L}

Representation predicate with a potential function:

s~>Stack L = 3dntMk. s+ {size=n; data=t|}
* t ~» Array M
* [n=|L| < [M]=2"]
* [Vie [0,n). M[i] = L[i]]
* $( - abs(n — |M]|/2))
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Chapter 25

Read-only permissions
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Motivation for read-only permissions

What we currently need to write:

{a1 ~> Array L1 * ay ~~ Array Lo}
(concat aj ag)
{Aas. as ~> Array (L1 + Lo) * a3 ~» Array Ly * ag ~ Array Lo}

What we wish to write:

{ay 3 Array Ly * as ~> Array Lo}
(concat al ag)
{)\ag. as ~ Array (Ll ‘H‘LQ)}

More than syntactic sugar:
— we wish “ro” to enforce no write operations,
— we wish to allow aliasing of read-only arguments.
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Fractional permissions

(r % v) with 0 <a <1
Splitting and merging:
(r=v) = (b o) = (B )« (B o)
More generally:
(rofiﬁv)z(r&»v)*(r»gv) with 0 < a,8 <1

Operations:
([} (ret v) {\r. r+> v}
(rs o'} (x o= v) Al r s o)

Va. {rSo) (tr) Do [z =v]* (o)}
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Fractional permissions in practice

YafB. {ay ~ Array Ly % as 2, Array Lo}
(concat ai ag)
{Maz. ay ~5 Array Ly % ao 8, Array Lo * ag & Array (L1 + Lo)}

Limitations:

— need to quantify fractions explicitly,

— need to syntactic sugar to avoid copy-pasting,

— need to re-establish post-conditions,

— a fraction %H cannot be defined for arbitrary H.

59 /72



Generic read-only modifier

Extension of the logic with a modifier RO(H) that applies to any H.

a <% Array L = RO(a ~ Array L)

RO(H) is duplicatable and never mentioned in post-conditions.

RO(H) = RO(H) » RO(H) 7

GET-RO

{RO(l — v)} (getl) {\z. [z =v]}
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Read-only frame rule

RO(H) is introduced on frame:

{H «RO(H")} t {Q} no-ro-in H'
(H+ H'} £ {Q+ H'}

FRAME-RO
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Read-only sequencing rule

{H} 1 {Q"}  {Q'()} 2 {Q} -
{H} (t1; t2) {Q}

{H+«RO(H")} 1 {Q}  {Q'()xRO(I")} t2 {Q}
{H »RO(H")} (t1; t2) {Q}

{H}t: {Q}  {QO* '} t2{Q}
{H* H'} (15 12) {Q}

SEQ-RO

SEQ-FRAME
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RO in practice

{RO(a; ~ Array L) » RO(ag ~» Array L)}
(Concat al ag)

{)\a3, as ~> Array (L1 —H—Lg)}
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Chapter 26

Parallelism and Concurrency
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Parallel pairs

A parallel pair, written (|t1,t2]), for evaluating two subterms in parallel.

Computing: ali] + ali +1] + ... + a[j —1].

let rec suma i j =
if j - i = 1 then a.(i) else begin
let m = (i+j) / 2 in
let (s1,s2) = (| suma im, sumam j |) in
sl + s2
end
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Efficient use of parallel pairs with granularity control

let rec suma i j =

if j - i < sequential_cutoff then begin
let r = ref O in
for k = 1 to j-1 do

r = !r + a.(k)

done;
I'r

end else begin
let m = (i+j) / 2 in

let (s1,s2) = (| suma im, sum am j |) in
sl + s2
end

Generalizable to map-reduce: f(t[0]) @ f(a[l]) @ ... ® f(a[n —1]).
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Reasoning rule for parallel pairs

{Hi} t1 {Q1}  {Ha2} 2 {Q2}
{H1 * Ha} (|t1,t2]) {Q1 % Q2}

PARALLEL

where Q1 * Q2 = A(x1,22). Q121 * Q222

This rule restricts parallel threads to act on disjoint parts of memory.

67 /72



Parallel rule needs read-only permissions

{Hi} t1 {Q1}  {H2} 2 {Q2}
{Hy * Ha} ([t1,t2]) {Q1 % Q2}

PARALLEL

Compute: uf[a[0]] + u[a[l]] + ... + ula[n —1]].

map_reduce (fun x -> u.(x)) 0 (+) O n

The ownership of the array u is needed in both branches.

{H1*RO(H3)} t1 {Q1}  {H2»RO(H3)} t2 {Q2}
{H1* Hy x RO(H3)} ([t1,t2]) {Q1 * Q2}

PARALLEL-RO
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Concurrent locks: example

let r = ref O
let s =refn
let p = create_lock()

let concurrent_step () =
let () = acquire_lock p in
incr r;
decr s;
release_lock p

Heap predicate p ~~ Lock H asserts that lock p protects an invariant H.

Here:
ere p ~ Lock (Fi. (r—i) * (s+—n—1))
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Concurrent locks: specification of operations

Duplicatable representation predicate:

p ~> Lock H
Operations:
VH. {H} (create_lock ) {\p. p~> Lock H}
VpH. {p <3 Lock H} (acquire_lock p) {\.. H}

VpH. {H * p 3 Lock H} (release_lock p) {A_. []}
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Concurrent locks: exercise

Describe the state at the front of each lines (except 5 and 6).
Explicit the instantiation of the existential in the invariant.

1 let r = ref O
2 let s = ref n
3 let p = create_lock()
4
5 let concurrent_step () =
6 let () = acquire_lock p in
7 incr r;
8 decr s;
9 release_lock p
[]. 2: r—0. 3r—>0x*xs—n.

~> Lock (Fi. (r—1) * (s — n—1)).
—i) x (s—>n—1i). 8 (r—i+1)x (s—n-—1).

i+1) * (s—mn—1i—1). Instantiate the invariant with ¢ + 1.
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Conclusion

Program verification using Separation Logic gives you:

» Expressiveness: tree-shaped structures, and structures with sharing
» Expressiveness: effectful, first-class functions, with local state

» Modularity: most-general specifications

» Modularity: composable representation predicates

» Abstraction: existential quantification of intermediate pointers

» Abstraction: existential quantification of invariants

» Practice: formalization in Coq of all heap predicates

» Practice: characteristic formulae for reasoning rules
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